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This Privacy Notice sets out how Balance VA Services (the Data Controller)

collects and uses your personal data. When we refer to “we”, “us” “our” or
“controller” in this Privacy Notice we mean Balance VA Services.

Our Privacy Notice is structured in a way for you to easily find the specific details
of what we do with your personal data, depending on which processing activity you
want to find out more about.

Part 1, General Information, of our Privacy Notice is information we must tell
everyone regardless of your relationship with us. The remaining parts give specific
information on how we use your personal data for each of the different processing
activities we undertake.

General Information

Our contact details

Balance VA Services is the data controller for the personal data we process
about you.

You can contact us regarding the use of your personal data via one of the
following ways:

e hannah@balance-va.co.uk

e (7587 588568

Our Data Protection Officer contact details

Although we do not have a legal obligation under UK GDPR to appoint a Data
Protection Officer a member of our team does oversee our data protection
compliance with the General Data Protection Regulation, the Data Protection Act
2018 and other relevant privacy laws (e.g. the Privacy & Electronic
Communication Regulations 2003). The various ways you can contact us to
discuss any data protection issues or concerns are shown in the “Our contact
details” section.

How we get your personal data

We obtain your personal data either directly from you or indirectly from third
parties.
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Directly

We obtain personal data directly from you, i.e. you have given your details to us,
when you:

e enquire about our products/services;

e purchase one of our products/services;

e Optin to receive our newsletters/discounts/promotional offers.

Indirectly

We do not collect any personal data about you from third parties.
The legal basis to process your personal data

When gathering and using your personal data we must have a legal basis to do so
— this is a requirement of data protection law.

The legal basis we rely on to process your personal data varies depending on the
processing activity undertaken. The full details of the processing activities we
undertake along with the legal basis we rely on to process your personal data are
given in the specific Parts of this privacy notice.

Where we process your personal data for us to comply with a legal/regulatory
requirement we will rely on the legal basis of “legal obligation” as the processing is
necessary for us to fulfil our legal obligation to which we are subject to.

Your rights

Depending on the purpose and legal basis we rely on for processing your personal
data, there are various rights available to you. You can:

e access the personal data we keep about you and be given specific
information about the processing. This right always applies regardless of
the processing activity we undertake.

e ask us to rectify personal data we hold about you that you think is
inaccurate. This right always applies regardless of the processing activity
we undertake.

e ask us to delete your personal data. This right only applies in specific
circumstances.

e ask us to restrict the processing of your personal data. This right only
applies in specific circumstances apply.
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e object to the processing when we have relied on legitimate interest to
undertake that processing activity and you believe we have infringed your
rights.

e transfer your personal data from us to another service provider or give it to
you. This right only applies to personal data you have given to us and
when the processing is based on your consent or contractual basis and the
processing is automated.

We do not undertake any solely automated decision making, including profiling,
about you.

To find out more about how to exercise your rights please refer to the guidance on
the Information Commissioner’s Office website.

You do not pay a fee to us to exercise any of your rights. However, if your request
is manifestly unfounded or excessive, we may either charge a reasonable fee or
refuse the request.

We shall respond to a valid request within one month of receiving it.

If you wish to exercise one of your rights, please contact us via one of the methods
shown in the “Our contact details” section.

How to make a complaint about us to the Information Commissioner’s Office

If you are not happy with how we are processing your personal data or you believe
we have not dealt with one of your rights correctly you are entitled to make a
complaint to the Information Commissioners Office (ICO). The ICO has several
ways in which you can get in touch with them, including post, email, and online
forms. For full details how to make a complaint please refer to their website.

Sharing your personal data with other businesses

We do not share, sell or rent your personal data to other businesses for them to
use for their own marketing purposes.

We do not currently undertake any data sharing activities with other businesses
(this includes both routine and ad-hoc data sharing). Should this change in the
future we will update our privacy notice to reflect this processing activity. We will
always comply with relevant data protection laws should we enter into any data
sharing with another business.
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Using data processors
We may use data processors to help us fulfil our services/delivery of goods to you.

When we do use another business/es to process personal data on our behalf (they
are known as data processors) to enable us to provide our services/delivery of
goods to you we ensure we have appropriate UK GDPR compliant contracts in
place with each one.

The data processor is not allowed to do anything with your personal data other
than what we have instructed them to do with it. They will not share your personal
data with any other business apart from us, unless they are required to do so by
law. They will hold it securely and retain it for the period we instruct.

Our data processors include:
e Website host providers;
e Email host providers;
e Marketing service provider;
e CRM provider;

Transferring personal data outside of the UK

Sometimes it is not possible for us to store or process your personal data wholly in
the UK. When your personal data does need to be transferred or stored outside of
the UK we make sure we comply with the specific requirements set out in UK
GDPR for us to undertake this. We will only transfer personal data outside of the
UK when one of the following provisions are in place to safeguard your personal
data:

e an “adequacy decision” is in place with the country where the personal data
is being transferred to. This means that the UK Government have approved
that country as having the same or similar level of protections in place to
protect and safeguard personal data.

e an “appropriate safeguard” as set out in UK GDPR is in place. These
include standard contractual clauses and binding corporate rules.

e to the US under the EU-US Privacy Shield Framework;

If we are unable to rely on any of the above provisions we will rely on your explicit
consent to make the transfer of personal data, unless another exception under UK
GDPR applies to allow us to process your personal data.
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Children’s information

We do not collect and process personal data relating to children.

Cookies

You can find full details of our Cookie Policy here.

Links to other websites

Our website may provide links to websites of other organisations. Our Privacy
Notice does not cover how those organisations process your personal data when
you visit their website. We advise you to read their Privacy Notices.

Changes to our Privacy Notice

We keep our Privacy Notice under review to ensure it remains accurate and up to
date and we reserve the right to modify this policy at any time. Changes to this
policy will be posted on our website and you should endeavour to review the policy

frequently.

If you have any questions about our Privacy Notice, please contact us via one of
the ways shown in the “Our contact details” section.

This is version 1.2 of Balance VA Services Privacy Notice.

It was last updated on 01 July 2022
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If you enquire about or use one of our services

What personal data do we need?

When you use one of our services, we need to collect the following type of
personal data from you:

e Full name

e Postal address

e Email address

e Telephone numbers (landline and/or mobile)

How do we get your personal data?

We gather your personal data directly from you when you either enquire about our
services or enter into a contract with us to purchase one of our services.

Why do we need your personal data and which legal basis do we rely on for
the processing?

We use your personal data to:
e provide information, at your request, on the services we offer;
e provide the service package you have purchased;
e provide updates regarding the service we are providing to you; and
¢ send you marketing information relating to our services in general and the
work we do.

The legal basis we rely on for these purposes are:

Contractual obligation (GDPR Article 6(1)(b))

The services we provide to you are done so under contract or with a view to
entering into a contract with you. We require certain information from you to
enable us to fulfil our contractual obligation. If you are not able to provide all the
information we need we may not be able to provide the service to you and the
arrangement may be terminated.

Legitimate interests (GDPR Article 6(1)(f)

GDPR allows us to use legitimate interests for direct marketing purposes in certain
circumstances. We have undertaken a legitimate interest assessment, which
balances our business purposes for the processing against your right to

privacy. The outcome of the balancing test justifies our use of legitimate interests
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for this purpose as it would not be an unreasonable expectation for anyone who
either enquired about our services with a view to purchasing them, or is an existing
customer using our services to receive information from us about our services.

This also complies with e-Privacy laws, currently the Privacy & Electronic
Communication Regulations 2003, which governs how a business can undertake
electronic direct marketing. We can rely on soft opt-in for “individual subscribers”
for email marketing to prospective and existing customers. We do not need
consent or soft opt-in for “corporate subscribers”.

We always give you the opportunity to object to receiving marketing
communications from us, when we first collect your personal data and with every
marketing communication thereafter.

How long do we keep your personal data?

When we have concluded the provision of our service to you, we will keep your
data for a period of 7 years before it is securely disposed.

Marketing contact details are held for as long as you want to remain on our
marketing contact list.

Do we use any data processors?

Yes, we use the following data processors to deliver our service to you:
¢ Host My Office (UK)
e Microsoft Office 365 (UK)
e MailerLite (USA)
e Dubsado (USA)
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If you just want to receive our newsletters and marketing

What personal data do we need?

To receive marketing communications from us we need the following personal
data:

e Full name

e Email address

How do we get your personal data?

We gather your personal data directly from you when you sign up to receive
marketing information from us.

Why we need your personal data and the legal basis we rely on for the
processing

We need your personal data to be able to send you relevant news about us and
our services and products, etc that you have subscribed to receive.

The legal basis we rely on is:
Consent (GDPR Article 6(1)(a)

By submitting your contact details to receive marketing from us you have given
your consent for us to use your personal data for this purpose.

You always have the right to withdraw your consent to receive marketing, you can
do this by clicking the “unsubscribe” link in the marketing email you receive.

How long do we keep your personal data?

Marketing contact details are held for as long as you want to remain on our
marketing contact list.

Do we use any data processors?

Yes, we use the following data processors:
e MailerLite (USA)
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If you are a Supplier or Contractor

What personal data do we need?

For us to pay you for the service or goods you have provided to us we need to
collect and use a small amount of information about you and your business, this is
also likely to include some information about the individuals who work at your
business.

The personal data we are likely to need is:
e Your business name;
e The name (first and last name) of the person who we are liaising with at
your business (in some cases this may be several staff members details);
e Business postal address;
e Business email address;
e Business telephone number;
e Business mobile number;
e Bank details to enable payment to be made;

How do we get your personal data?

We obtain your data directly when we start to use your services or have purchased
goods from you. We gather the relevant information from you to enable us to
process payment to you for those services and goods.

We also obtain some data, such as your business name and contact details,
indirectly from publicly available sources or recommendations from 3™ parties to
enable us to contact you to enquire about the services and goods you provide
prior to us making a purchase.

Why we need your personal data and the legal basis we rely on for the
processing

We need your personal data to either enquire about the services or goods you
provide that we may be interested in purchasing or to make a purchase. We then
use your personal data to pay for those goods and services when you invoice us
or to raise any queries about the payment.
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The legal basis we rely on are:

Contractual obligation (GDPR Article 6(1)(b))

The services or goods you have provided to us are done so under contract or with
a view to entering into a contract (i.e. we have asked you for a quote for the goods
or to undertake the service for us).

We require certain information from you to enable us to fulfil our part of the pre-
contractual and contractual obligations, e.g. we need to have certain information to
make the purchase and to process payment. If you are not able to provide all the
necessary information for us to do this, we will not be able to purchase the goods
or services you provide or be able to make payment once purchased.

Legal obligation (GDPR Article 6(1)(c))
We have a legal obligation to pay for any services or goods we have purchased.

How long do we keep your personal data?

We keep all financial data (which includes supplier information) for 7 years from
end of the financial year it relates to.

Do we use any data processors?

Yes, we use the following data processors to deliver our service to you:
¢ Host My Office (UK)
e Microsoft Office 365 (UK)
e MailerLite (USA)
e Dubsado (USA)

Links to Data Processors Privacy Notices

Host My Office: hitps://hostmyoffice.co.uk/our-privacy-policy

Microsoft Office 365 (UK) https://privacy.microsoft.com/en-gb/privacystatement
MailerLite (USA) https://www.mailerlite.com/legal/privacy-policy

Dubsado (USA) https://www.dubsado.com/legal/privacy-policy
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